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Agenda

Understanding Operational Risk Management

How Risk Management processes drive new ways of looking at compliance in operations
ISO 9001:2015 and Risk Management

Common tools for leveraging risk in compliance

-

eecces,
®
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Risk Management: Hazard vs Risk

* The terms "hazard" and "risk" are often used interchangeably.
However, in terms of risk assessment, these are two very distinct
terms.

HAZARD J& RISK

r
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Risk Management: Risk

* Risk is defined as the probability that exposure to a hazard will lead to
a hegative consequence, or more simply:

Probability of
Risk = Hazard x Exposure

* Thus, a hazard poses no risk if there is no exposure to that hazard.

y
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Risk Management: Hazard vs Risk

3 in a boat

Three people crossing the
Atlantic in a rowboat face a
hazard of drowning...

www.etg.com | 1.800.354.4476

300 in a ship

Three hundred people crossing the
Atlantic in an ocean liner face the
same hazard of drowning




Risk Management: Hazard vs Risk

The risk to each individual per crossing is given by the probability of the
occurrence of an accident in which he or she drowns

RISK = probability of accident occurring x hazard

High Probability = equipment, # of Low Probability = equipment, # of
people, environment people, environment
Il I
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Risk Management: Hazard vs Risk

The hazard [drowning] is the same for each individual, but the risk [probability of drowning] is
greater for the individuals in the rowboat than in the ocean liner

Hazard = Hazard
Probability > Probability
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Risk Management: the Process
e Risk Management is a broad standard (1SO 31000)

Identify all relevant risks (e.g., hazard
analysis)

Quantify the risk (e.g., probability and
severity)

Implement a process
Use objective and proven tools

. Accept (worth it), reduce (mitigate),
compensate (insure), transfer (partner),

avoid (stop)

Risk management decisions
Implemented solution

. Change management to introduce or
improve controls
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Risk Management: Areas of Coverage

Enterprise Risk Management

Quality
Regulatory

Safety
Financial

Environmental Commercial
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Risk Management: Rationale for Risk

Repeatable
and objective

evaluate risk in
an operational

www.etg.com | 1.800.354.4476

context

Easy to
understand for
the uninitiated

Management
is the Core
Methodology

Drives short
term and long
term change

Beware a false
sense of
security




ISO 9000:2015....it°s not just requirements,

It's a company mindshare of Quality.

There should be a company-wide commitment/leadership around Quality
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SO 9001:2015 view on risk

DISCLAIMER: The ISO view on risk is SIMPLY STATED. “Use Risk-based thinking” to manage and
plan.... But what does that really mean? Broad, and simple — lots of interpretation!
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Planning your QMS with risk in mind

|dentify Evaluate

* |dentify risks and opportunities to influence QMS
performance

. Take
Action

* Determine how you’re going to measure those risks
* Build risk treatment options
* Define actions to address these risks
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Planning your QMS with risk mind
Identif
Risks » »

* How to start Identifying risks?
e Survey your operations
* Audit, Survey, collect, analyze

Operational Financial Environmental Manufacturing
e Severity o Severity o Severity o Severity
Frequency Frequency Frequency Frequency
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Planning your QMS with risk in mind
Evaluat
» Qo » »

e Evaluate How to handle the risk

e Risk Assessment

* Should be repeatable, objective
* Should be backed by REAL-WORLD DATA

e Quantitative means to build a risk assessment

r
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Planning your QMS with risk in mind
» » »

* We know the risk....now do we handle it?

Acceptance: “Worth it”

Reduction: “Mitigation”

Compensation: “Insurance”

= Transference: “Move it”
== Avoidance: “Stop it”

Risk Level

y
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Planning your QMS with risk in mind
Tak
» » A Acton

* Take Action: Create Visibility and Control the Risk

’ V
x} Corrective/Preventive Action

Risk Level —

— Controls/Action Plans

E—'_a Reporting/Trending

r
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Planning your QMS with risk in mind

ldentify Evaluate Treatment
Risks Risks of Risks

DOCUMENT YOUR ACTIVITIES

Document

Link
Assessments
to Actions
taken,
improvements
made

How? your Document the
Audit Findings Evaluation: treatment, the
Survey Results Control your overall

Report on methods, decision
Findings tools, factors
processes

* Document the process in order to have traceability.
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Planning your QMS with risk in mind

ldentify Evaluate Treatment
Risks Risks of Risks

Proactive Continuous Improvement

Potential but
not realized How can we Where can we Change
Hazards: determine the measure Management,
Survey impact of impact and Process
improvement potential determine Improvements
areas events? improvement? , Etc.

* It’s not all for just the Risks! Identify Opportunities too!
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Common Tools for Risk Management Treatment

'{J_-f""

Y 4 A
W
L - | ,f
y 4
A | e

r'{ «‘“"')Ilr

(a sample)
(]

* Decision Tree
e Risk Matrix

* FMEA
* Bowtie
* Risk Register
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Decision Tree Analysis

No

Did the employee experience
an injury or iliness?

Yes
V

Is the injury or

iliness work-related?

Yes
( - -

Is the injury or No _ |
iliness a new case?

Yes
|

Does the injury or illness
meet the general recording
criteria or the application
to specific cases?

Do not record the
injury or illness
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Risk Matrix

SEVERITY

PROBABILITY

r
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Failure Modes and Effect Analysis

L_| 2y U LT USRI Al o ﬂl’g. Date Fi.m
I:‘ Subsystem Chirysler Motors Corporation DC-TT323-¥YZ 2111188 1of2
Supplier Code Supplier Part Mo. Dwyg. Rev. |Key Date FMEA No.
b/| Component | Company, inc. ACHIO1  |A-8514 B 211188 |DFMEA-D01
Part HName Design Responsibility Application/Model Year
Filter Brad Anderson Sedan [ 1998
Core Team Prepared By Date
Brad Anderson.Jemy Benware,Lisa Brown,Ken Caraccl,Bill Cox,Fred Jordan Ken Kratz Brad A. Anderson 211/BE
C Potantial o o Actlon Resulte
Potantial Potential 5|1 [ Cumrant a| R Reapongiblity
et Fallure Effect(s) of - peetel! c Deslgn t| e Rm}’” & Targat Actions § oD R
Mode Fallure v|e of Fal u Controla a| M Completion Date Taken Bl c|efP
8 ure: r c vic|t[ N
Fiter for Insufficient wax Dieteriorated life of 4 |73 Insufficient wax 4 |Suppher cerfification | 1 16 |MNone MiA
assembly with (cowverage ower door leading to: ~ |thickness specified 211193
Bi44 to firewall specified surface Unsatisfactory Inap ate wax 5 setup 2| oo
appearance due io specified satup
rust through paint
ower time, Impaired —
function of interior Five piece setup, 2| 40 |None MiA
door handware in-process, end of 211198
mun study
Corroded interior Improper cade coating| 8 |:] Entrapped air @ |Test spray pattern at| 5 | 180 |Add team evaluation |Enginesring and Based on test 62580
lower door panels prevents wax from startup and after idle using production Assembly reults {Test
entering comen'edge periods, and .. spray equipment Operations #0089) spray head
access and specified wax 211893 madified to .
[)| Spray heads 4 |Incomming audit per | 2 | 48
clogged: Viscosiy 200-16 certfication,
foo high, SPC Lok/Qir
Jemperature too Laboratory test 3| 72 [Add tsboratory ABC Labs Testresullsshow | 6| 3| 3] 54
' ure o using “waorst case” accelerated 2127193 specified ..
wiax and applicafion comosion testing
hale size Conduct DOE on | Enginesring DOEshows 25% | B 2| 2| 24
wax thickness Associates wariafion in
211emaa specified
thickness is
acceptable
Feeder mot 3
properfy or
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FMEA Process

Planning Stage Analysis Statge

Develop and
Execute FMEA
Strategic Plan

Develop and
Execute FMEA
Resource Plan

Test and
Field Failures

www.etg.com | 1.800.354.4476

Review Stage

Implementation Stage

Execute Actions
to Reduce or
Eliminate Risk




Sample FMEA Form

Revision 6.0 2/11/98

Design FMEA

www.etg.com | 1.800.354.4476

|:| System Customer Customer Part No. Org. Date |Page
D Subsystem Chirysler Motors Corporation DC-TT323-XYZ 2011088 1of2
Iﬂ Component Supplier Code Supplier Part No. Dwg. Rev. |Key Date FMEA No.
PONEM | sy Company, Inc. ACHD01  |AD514 8 211188 |DFMEA-DD1
Part Hame Design Responsibility Application/Model Year
Filter m Sedan [ 1888
Core Team Prepared By Date
Brad Anderson_Jemy Benware Lisa Brown,Fen Caracei,Bill Cgefred Jordan Ken Kratz Brad A. Anderson 2111/BB
N\
[ o o Action Resulis
Paotenttal
Potential P 51 [ Cument e R. Reaponebllity
Hem | Caussfa) ! R diad olol|l R
Fallure Efect{af of 8| & [ Daelgn t]| P & Target Actions
Funciion Mods Fallu v| = I\;ﬂ;:luma u Confrola e M. lanie] Complation Date Taken c(e| P
5 Lre r ° c|t| N
Fiter for Insafficient wax Detenorated life 4 || Insufficient wax 4 | Suppber cerfification | 1 16 |N MiA
assemibly with |coverage over door leading toc \ ~ |thickness specified 21188
Bid4 to firewall |specified surface Unsatsfactony Ina -
ppropaate wax 5 set up gl
appearance due io [~ pecifie
rust through paint T — d
ower time, Impaired
function of intericr Five piece saetup, 2| 40 |Nona MiA
door hardware inprocess, end of 211193
run study
Comoded interior Improper made coating| 8 I:,] Entrapped air 8 |Test spray pattern at| 5 | 180 [Add team evaluation | Enginesring and Based on test 2| 5|80
lower door panels prevents wax from startup and after idle using production Assembly reulis (Test
enfering comer'edge pericds, and ... spray equipment Operations #2089) spray head
ACCESS and specified wax 218848 madified fo .
()| Spray heads 4 |Incomming audit per | 2 | 48
clopged: Viscosiy J00-16 cerbification,
fivo high, SPC LotiCer
pemperatwe oo | Laboratory test 3| 72 |Add laboratory ABC Labs Test results show HEE
' ure o wsing “worst case” acceleraied 212738 specified .
wan and applicaion comosion testing
hole size Conduct DOE on | Engineering DOE shows 25% AR
wax thickness Assoriates wariation in
218848 specified
thickness is
acceptable
Feeder not 3
. FH"I:IFIEI"?EIF




Bowtie Model

For low-occurrence events that are catastrophic

Consequence

Undesired Event
(Hazard)

Consequence

Threat Consequence
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Bowtie Example

Bad Windshield
Weather Wipers

Tired Driver Coffee

Poor
Headlights

Visibility

www.etg.com | 1.800.354.4476

Seatbelts

Airbags

Crash Barrels
Guard Rails



Risk Register

* Monitors risk levels over time
* Library of hazards (typically known for each industry)
* Collects risk assessment data from many processes
* Provides visibility into critical events and data for trend reporting

Risk Register

v
’ } PDCA Cycle

K

r
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Summary

* Risk is a universal compliance constant
* ISO 9001:2015 is about enrolling everyone in Quality

* Risk in ISO 9001:2015 is simply stated, but maps well to the risk
methodology

* Figure out your path to risk, and leverage tools to expand to a risk-
based QMS

* There are tools to help ease this transition!

y
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